I[ED TM Lesson 2.2:
[ED Threat Mitigation
Concepts



@
‘\tt(ébl

>

2.2.1 |IED Threat System

2.2.2 Fundamentals of IED
Overview Threat Mitigation

2.2.3 Countering the |ED -
The Military Approach

2




7

@
t‘(_cb/

N\

At the end of this module
the parficipant will be able

Terminai to describe the operational
Leqming processes and resources
: : required to combat the |ED
Objectives and understand their

responsibility.




2.2.1 IED Threat System




IED System

What is Counter-1ED?

The collective efforts to defeat the IED System in order
to reduce the effect of IEDs on our ability to conduct
Missions.



Main Charge

Container (e.g. Jug) (e.0. Homemade Explosive,

Initiator
(e.q. Electrical detonator)

‘ch (e.g. Pressure Plate)

Enhancements
(e.g. Metal Shrapnel, Ball bearinn

ED System




May or may not be
structured

Involves multiple
activities

Requires planning

IED System

Plan and
Resource




Resource and Plan:

Finance and
technical support

Recruiting and
training

Material collection

Manufacturing

IED System
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IED Threat System

Execute:

* Transport

* Target location
* Reconnaissance

* Timing




IED Threat System

Exploit:

Two phases:

« Assessing results
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IED Threat System

System Actors

Financer
Planner
Supplier
Transporter
Builder

Emplacer

Exploiter

Time

| 1 1 1 | | | | 1
1 Year 1 Manth 1 Week 1 Day 1 Howr 1 Minute 1 Second 1 Minute 1 Hour
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System Activities

I[ED Threat System

Finance

Leadership

Source
Explosives

Transport

Store
components

\ N

Rehearse
Supply
C Attack
omponents
Make IED i
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Orders & Surveillance
Coord

Promote
success

Move

mon Assess &
OLEY Debrief
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Resource and Plan Execute Analyse
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IED Threat System

System Activities

Finance

RN

Leadership

Surveillance Promote

Source success

Explosives

Assess &
@ Confirm

Store Plan Debrief

components
S
Components =l
Make IED i
| rorsoon X cpnce L
Detection Opportunities

P ;|4 b
|‘ 1 L Dl

Months / Weeks / Days Days / Hours / Minutes Mins/Hrs/Days

Influence Opportunities

v
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Reacting to the IED System

Detectability

Time
Frame

IED Threat System

Recruit & Source and
[JET transport Store IED

operation IED parts

Engagement Threshold

Current Detection Threshold

Recon-Intel Assault force
Target / movement /
Prep IED Site Move IED

Initiate
The
Attack

Emplace
IED

Civilian Population

[

A

Months / Weeks / Days

\ 4

A

Days / Hours / Minutes

\ 4

~ Minutes

A

Months / Weeks / Days

\ 4
A

Minutes
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IED Threat System

Proactive CIED System operations

Detectability

Recruit & Source and Orders Recon-Intel Assault force Emblace Initiate
plan transport Store IED G Target / movement / IpED The
operation IED parts P Prep IED Site Move IED Attack
S a
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Current Detection Threshold ’
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Questions?




2.2.2 Fundamentals of IED
Threat Mitigation




Fundamentals of [ED Threat Mitigation

C-IED vs IED-TM



Fundamentals of IED Threat Mitigation

Be
Aware!

Profect personnel and

. property
Mindset

IED-TM core
components

Support the host

IED risk education and government
capacity building

Personal Preparation
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2.2.3 Countering the IED —
The Military Approach




Countering the [ED
The C-IED Framework

Strategy

Counter Improvised Explosive Device in Peacekeeping Operations

Preparation of Defeating the Degrading the
Peacekeepers Device Network

Foundation: Understanding Through Peacekeeping-Intelligence
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Countering the [ED

Preparing the Force




Countering the [ED

Defeating the Device
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Countering the IED
Degrading the Network
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Counte

Key Operational Activities

 Predict B

 [Deter]

rng the |ED

__ Priorto IED
emplacement

* Prevent _
e Detect )

* Dispose

— During IED event

* Mitigate

» Exploit _ — After IED event
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Countering the [ED

Predict - Intelligence Operations

Current Landmine / ERW Contamination Area

wnfh Location of IEDs Incidents J' : - A prOdUCT Of
— knowledge / analysis
of:

* Terrain
 Weather

« Activities

« Capabilities
« Doctrine

 Enemy / Adversaries
Intentions




Countering the [ED
Deter - Kinetic (hard) / Non-Kinetic (soft) Operations

L= I T preaTe——p

Kinetic (Hard) Activity
* C-IED Ambush Operations

« Targeted Offensive Search

« Strike Operations

Non-Kinetic (Soft) Activity AL
« PSYOPS :
« CIMIC

* Media Operations




Prevent

Countering the [ED

* Denying
Insurgent/terrorist
freedom of
movement.

2 | - Strike Operations

i ,,f -Targe’red
-~ Offensive Search
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Countering the IED

Detect

 Hand Held Metal Detector
* UAV/Aviation
 Search Dogs(EDD)




Dispose

Countering the [ED
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Countering the |[ED
Mitigate

1. Reducing the chance of an |[ED
strike.

2. Reducing the effect of an IED
strike.



Countering the [ED

Mitigate

1. Reducing the chance of an IED sirike — Avoid
setting patterns.
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Countering the [ED

Mitigate

1. Reducing the chance of an IED
strike — ECM.
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Countering the [ED

Mitigate
2. Reducing the effect of an |IED strike. — EQuipment and vehicles







Countering the [ED
Mitigate
2. Reducing the effect of an |IED strike — Infrastructure.
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Ditches are a simple
way to provide
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Countering the [ED
Exploit:

e Understand IED
makers TTPs

e Gather forensic
intelligence to
enable prosecutions &
(disrupt the networ) B&
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Questions?
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